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- 1. 10T} PKI

?
loT= CISE AFE-E(Things)0] QIE{Yl(Internet) 2t HA

“Forecast: The Internet of Things, Worldwide, 2013" - Gartner

PKI System
Expiration:
Key Length:
® Fast
Certificate Creation
Attributes A
\

A
~w .} Validation

Huge Scale ./ J l \\ \Depioymart

Transportation Health In-home Telecom Vending

45 M BD

Big variation in assurance requirements

Source: Gariner (March 2014)

IEEE

SPECTRUM

“QISE C|HIO|A S (devices)S HET I 2H| 452F
dE NSsls |FYs 4H EE2 PKI(Public Key
Infrastructure) $£0|C}. “ (2014, Looking for the Key

to Security in the Internet of Things)

Gartner

“Gartner= PKIZ} l1oT, Mobility ¥ Cloud2 Qlsl &4
Ste MZ2 2TARRS| ZIE SYsD ACkD FEH
gLk

(2016, PKI Is Gearing Up for the Internet of Things)
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“Hot 7|& ME UM Q! Thales= PKIE ARSIE Of
E2|#H| 0| M| BHZO|M 10T7} 7}E B2 H| S7t3t=
FMz2tn gElSL|ct

(2018, PKI2| loT BiZ = 2015 ¥ 0|% 23 % S7}3H
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» IEZOIE RL|EE
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NIST FIPS 140-2 Certificate CC EAL 4+ Certificate ZHY AT A5 B EKCMVP) LHE
(No.0016) (383-4-127-CR) [AESHS : CM-115-20216]

FIPS 140-2 Consolidated Validation Certificate

ifical

OtO| 2 E2{ A E(ioTrust)

WP ioTrust

loT {9 = L& =2 (Security)
[2018, kipfa]

m I0T INNOVATION AWARD

Winner |
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18- 3. About PKI

?
PKI (Public Key Infrastructure, 2747|7|t})

y 1
Authentication = . I

Authenticity | Il?ﬁ' E gy ‘ﬂ

HSM : ‘lf'
: Directory

% | &

Encryption oy 2 A l 1

Secrecy & Confidentialit g Q I o :

y y Administra;ga\ '*«.\ i ) lﬁ \ ﬁ
~ HSM P
Q@“ Diréctory

'

Digital Signatures | 3 ‘ ‘ & ‘ | ‘
Accuracy & Integrity Semces & \&1 \a \\° " \

Desktops
Devices USB Tokens & Usefs Smart Cards Browser

Credentials

Email
Notification
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Trust Anchor

Secured Data Path
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Cloud Subordinate CA i i ' (DCSPICRL)

On Premise
Subordinate CA
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Policy Management
Monitoring & Reporting
Audit & Compliance*

Edge Analytics Integration=*
Subscription Management
Entitlement Management
Usage Metering

Wi-Fi, 2G/3G/4G/LTE
Ethernet, Industrial Ethernet
ZigBee

USB

RS-232/485

RFID

Bluetooth

MQTT, AMQP, CoAP, REST

Enrollment & Provisioning
Device Supply Chain Control
Equipment Data Model & Policy
Enforcement

Authentication & Authorization
Credential Management
Application Code Signing*
Certificate Lifecycle Management

Secure Transport & Data Encryption
Filtering & Aggregation*
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Controller
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1 7 :
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Admin. Service

Senser Module | i
. 1 H H .
Hardware i : : : .
. 1 1
: ; 1 ]

’ Private Key QCertificate

JITTTITTITTITY

Varidation Service

Agent (SDK)
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Encrypted Data(DigitaI Signature) E~ .................................................................................
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5. 7= 0j|A| : Secure Element A
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Portal Platform Server

‘ Embedded SE
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Human (oMo Ne]

Home Automation
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loT Platform Server "
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Bhetooth Ethernet @

(5

’a\ NLP Server Ezlq
Smart Phone ‘; [C—xxx|
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Wire [==—se] CA Server
Boradband Router E

STT Server

NLP(Natural Language Processing, Xt 0{ X{2)
weRL e Agent (SDK) STT(Speech to Text, 24 2l4))
T CA(Certificate Authority, 15 7|2
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Certificate Provider

loT is a Certificate of Things

Managed Service by Cloud, on-Premise, Hybrid
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@ ¥H 01, Entrust Overview

®
E“"“S' Securing Digital Identities & Information

Securing Your Digital Life

About Entrust

Entrust provides trusted solutions that secure digital identities and
information for enterprises and governments in 2,000 organizations
spanning 60 countries. Offering trusted security for less, Entrust
solutions represent the right balance between affordability, expertise
and service. These include SSL, strong authentication, fraud detection,
digital certificates and PKI. For information, call 888-690-2424, email
entrust@entrust.com or visit www.entrust.com,

38

=H 0| x|

e

HE &
MH|A

Entrust

www.entrust.com

v Privately held

v Headquartered in Minneapolis, Minnesota, USA

v Founded in 1969

v Over $600M in annual revenue

v 2,000+ employees in 34 worldwide locations

v Sales, service and support covering 150+ countries
v 10M+ identity and payment credentials issued daily
v Billions of transactions managed annually

v SSL Certificates

v ID card Printers -

v Authentication I seoftibanic
v’ Digital Signing Certificates = c

- -Mobile+ |

v" Financial Card Printers
v ioTrust loT Security ‘ -
RCMP.>
v" Central Card Issuance @ P
v" PKI(Public Key Infrastructure) capirai0l; ) BOSCH

v' Credit Card Embossers P
v Passport Systems Regstry W oo



6 #2402, Why Entrust PKI

1. M7l of2] WEI AEYAES MersIALICE 2,000+ EMPLOYEES
- 35742 O|Ake| MEJ} J}A A A AlZ| BHAOM AL 34 WORLDWIDE LOCATIONS
- 53] HMA0IA BHOIM ALE © ®
- 150742 oj4te] DA HQ v 9 {%@ i
9 9o 9
2. 200{u7+ 17 7|22|¢ 0|24 HRIIR YLK & 7./ 9
- ZTHgls 9 T0|S 7|£I0| THs %@@ \
- M7 34744 2|Afet 2,00000% 2 B :
SALES, SERVICE & @

SUPPORT COVERING
3. PKIE3=22|0] 22 2|0{0|H, 2HEZI o] 2H

COUNTRIES

4

@ Entrust Datacard

Trusted Identities | Secure Transactions”
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<6 @3 03, Entrust infographic
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Entruste MAA 7t 2 CIX|E OO|HIE[E|, EaA2HAE M2|E jits 2ot AGLHE

20 0Fr TOP 20 18 ocF TOP 20 8 cr TOP10
FINANCIAL INSTITUTIONS eGOVERNMENTS TELCOS

..M ..B8 Q Q
10 MILLION 400 BILLION

CREDENTIALS DAILY

g

80 TOP 10 7 oFr TOP 10 40 TOPS
AEROSPACE COMPANIES PHARMACEUTICAL COMPANIES PETROLEUM COMPANIES
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